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https://istio.io/latest/docs/ops/deployment/architecture/
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https://github.com/istio/istio/blob/1.11.8/pilot/pkg/xds/proxy_dependencies.go#L60-L73



https://github.com/istio/istio/blob/1.11.8/pilot/pkg/xds/proxy_dependencies.go#L60-L73











https://github.com/istio/istio/blob/1.11.8/pkg/config/visibility/visibility.go#L27-L34





”None” visibility



https://kubernetes.io/blog/2019/03/21/a-guide-to-kubernetes-admission-controllers/
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https://github.com/istio/istio/blob/1.11.8/pilot/pkg/xds/proxy_dependencies.go#L60-L74



https://github.com/istio/istio/issues/39110

https://github.com/istio/istio/pull/39168

https://github.com/istio/istio/pull/42422
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https://grafana.com/grafana/dashboards/15760-kubernetes-views-pods/



Prometheus	server

Retrieval TSDB HTTP	
Server

Node HDD/SSD

PrometheusRule

Alertmanager

evaluate

alert
User	e-mail

notify

Admin	e-mail

Kubeflow

Grafana

Prometheus	
web	UI

PromQL

Github issue

PodMonitor ServiceMonitor

DCGM	
exporter

istio-proxy
exporter

knative	
serving

node
exporter

API-Server
Exporter

pull	metrics

knative	
eventing

custom	
exporter

discover	targets

pull	metrics



o

o

apiVersion:	monitoring.coreos.com/v1

kind:	Prometheus

metadata:

name:	sample

namespace:	monitoring

spec:

retention:	30d

resources:

...
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Head stats

Number of Series 1천여만개 가량

Number of Chunks 2천여만개 가량

Number of Label 
Pairs 1십여만개 가량



o

some_metric_name_1	{svc="service-1",	pod="some-pod-old",	ip="1.1.1.1"}

some_metric_name_1	{svc="service-1",	pod="some-pod-new",	ip="2.2.2.2"}
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o

o



o

eg)	node-exporter	--no-collector.<name>



o

o

some_metric_name_1	{pod="some-pod-1",	ip="1.1.1.1",	id="some-A"}
some_metric_name_1	{pod="some-pod-2",	ip="1.1.1.2",	id="some-A"}
some_metric_name_1	{pod="some-pod-3",	ip="1.1.1.3",	id="some-B"}

some_metric_name_2	{node="some-node-1",	os="A"}
some_metric_name_2	{node="some-node-2",	os="A"}
some_metric_name_2	{node="some-node-3",	os="B"}



o

o

some_metric_name_1	{pod="some-pod-1",	ip="1.1.1.1",	id="some-A"}
some_metric_name_1	{pod="some-pod-2",	ip="1.1.1.2",	id="some-A"}
some_metric_name_1	{pod="some-pod-3",	ip="1.1.1.3",	id="some-B"}

some_metric_name_2	{node="some-node-1",	os="A"}
some_metric_name_2	{node="some-node-2",	os="A"}
some_metric_name_2	{node="some-node-3",	os="B"}



o

o

some_metric_name_1	{pod="some-pod-1",	ip="1.1.1.1",	id="some-A"}
some_metric_name_1	{pod="some-pod-2",	ip="1.1.1.2",	id="some-A"}
some_metric_name_1	{pod="some-pod-3",	ip="1.1.1.3",	id="some-B"}

some_metric_name_2	{node="some-node-1",	os="A"}
some_metric_name_2	{node="some-node-2",	os="A"}
some_metric_name_2	{node="some-node-3",	os="B"}



o

o

some_metric_name_1	{pod="some-pod-1",	ip="1.1.1.1",	id="some-A"}
some_metric_name_1	{pod="some-pod-2",	ip="1.1.1.2",	id="some-A"}
some_metric_name_1	{pod="some-pod-3",	ip="1.1.1.3",	id="some-B"}

some_metric_name_2	{node="some-node-1",	os="A"}
some_metric_name_2	{node="some-node-2",	os="A"}
some_metric_name_2	{node="some-node-3",	os="B"}



o

istio_requests_total{
source_cluster="Kubernetes",	
destination_cluster="unknown",	
destination_canonical_revision="sample-predictor-default-00001",	
destination_canonical_service="sample-predictor-default",	
source_canonical_revision="sample-transformer-default-00001",	
source_canonical_service="sample-transformer-default",	
reporter="destination",	
response_code="200",	
response_flags="-",
...
+	22	labels

}	



o

istio_requests_total{
source_cluster="Kubernetes",	
destination_cluster="unknown",	
destination_canonical_revision="sample-predictor-default-00001",	
destination_canonical_service="sample-predictor-default",	
source_canonical_revision="sample-transformer-default-00001",	
source_canonical_service="sample-transformer-default",	
reporter="destination",	
response_code="200",	
response_flags="-",
...
+	22	labels

}	



o

Ingress

Gateway
Service

istio_requests_total{
Reporter:	source
Response	flag:	-
Status	code:	200

}

Request

istio_requests_total{
Reporter:	destination
Response	flag:	-
Status	code:	200

}



o

Ingress

Gateway
Service

istio_requests_total{
Reporter:	source
Response	flag:	-
Status	code:	200

}

Request

istio_requests_total{
Reporter:	destination
Response	flag:	-
Status	code:	200

}



o

Ingress

Gateway
Service

istio_requests_total{
Reporter:	source
Response	flag:	UT
Status	code:	504

}

istio_requests_total{
Reporter:	destination
Response	flag:	DC
Status	code:	0

}

Request
timeout



Head stats

Number of Series 4백여만개 가량

Number of Chunks 1천여만개 가량



Prometheus



Target

Target

Target

...

Prometheus	shard	1	+	sidecar

Prometheus	shard	2	+	sidecar

Prometheus	shard	3	+	sidecar

2

0

1

mod(hash(label),	3)
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o

o

o

apiVersion: operator.victoriametrics.com/v1beta1
kind: VMCluster
metadata:
name: main

spec:
retentionPeriod: 30d
vmstorage:
replicaCount: 4
resources:
requests:
cpu: "1"
memory: 1Gi

vmselect:
replicaCount: 2
resources:
requests:
cpu: "1"
memory: "1Gi"

vminsert:
replicaCount: 2
resources:
requests:
cpu: "1"
memory: "1Gi"
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https://raw.githubusercontent.com/prometheus-operator/kube-prometheus/main/manifests/kubernetesControlPlane-prometheusRule.yaml
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https://docs.google.com/document/d/1y4liRJbQW0NCMeQtqMma46flVqs-izV1/edit



